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Smart Contract
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➢ Running on blockchain

➢ Components of DApps

➢ Finance(DeFi), Game(GameFi)  

Token, NFT, Exchanges,… 

➢ The DAO: $60M theft

➢ Poly Network: $611M lost 

➢ Akutars: $34M locked

In 2022, over 7.75 million smart contracts were deployed on Ethereum



State & Transaction

◼ States are modified by transactions
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State-reverting Mechanism 

◼ Revert states under unsatisfied condition
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State-reverting Vulnerability

◼ Utilize State-reverting Mechanism to attack 
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Economic loss caused by SRVs.
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SRV: DoS

◼ Rollback the whole transaction
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SRV: Profit-gain

◼ Rollback unexpected results
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SRV: Profit-gain

◼ State Dependencies
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State R&W relationship

Control-flow relationship

Assertion-related state dependency (ASD)

Temporal-ordered state dependency (TSD)

Not enough

Fine-grained State-dependency Graph  

Merge

ASDTSD



SmartState

◼ Overview
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SmartState

◼ Assertion-related state dependency (ASD) 
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➢ A function 𝑀𝑟 reads the state variable 𝑆𝑑 as a condition within the 

assertion statement (i.e., revert, assert, require)

➢ Another function 𝑀𝑤 writing on the same state variable 𝑆𝑑

➢ 𝐸𝑟 = {𝑒𝑟 (𝑀𝑟, 𝑀𝑤)|𝑀𝑟, 𝑀𝑤∈ 𝑀}. 

ASD



SmartState

◼ Temporal-order state dependency (TSD)
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The finite state machine illustrating transaction equivalence and transaction subsumption



SmartState

◼ Fine-grained SDG construction
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➢ Control flow + State R&W dependency + ASD + TSD



SmartState

◼ Vulnerability Detection
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Entry point  

SRV indicator

Tainted variable

Tainted variable

Type EVM instructions

Source

(1) Parameter passed 

by contract invoker

CALLDATALOAD, 

CALLDATACOPY, CALLER, 

ORIGIN, CALLVALUE, 

CALLDATASIZE

(2) Parameter of 

public function
Public, External

Sink 

(1) External calls
CALL, CALLCODE, STATICCALL, 

DELEGATECALL

(2) State variables
CALL, CALLCODE, STATICCALL, 

DELEGATECALL

Taint sources and sinks 

Vulnerability indicator rules

Traces: (1) MintToken → {𝑆ℎ𝑒𝑒𝑝𝑇𝑜𝑘𝑒𝑛,𝑊𝑜𝑙𝑓𝑇𝑜𝑘𝑒𝑛}, (2) MintToken

→ Playtoearn → {𝐸𝑎𝑟𝑛𝑖𝑛𝑔}, (3) MintToken → Withdraw → {𝐵𝑎𝑙𝑎𝑛𝑐𝑒}.



Evaluation
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◼ Effectiveness of SmartState

➢ SmartState achieves good precision and recall



Evaluation
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◼ Effectiveness of ASD and TSD

➢ ASD and TSD are useful for detecting SRVs



Summary
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◼ Detect SRVs effectively

➢ SmartState proposed a fine-grained state dependency graph with 

assertion-related dependency and transaction-order dependency

➢ SmartState achieved 87.23% on precision and 89.13% on recall

➢ SmartState identified 406 new SRVs in the real world

https://github.com/InPlusLab/SmartState
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Evaluation

◼ Large-scale Analysis
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➢ Reports 771 warnings, including 651 TPs and 120.

➢ 406 are new SRVs

➢ 11 SRVs exist in the popular smart contracts

➢ Affects a total asset of 428,600 USD 



SRV: Profit-gain

◼ Rollback unexpected results
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More valuable

Random drawing

Only want this !

Gain profit


	默认节
	幻灯片 1
	幻灯片 2: Smart Contract
	幻灯片 3: State & Transaction
	幻灯片 4: State-reverting Mechanism 
	幻灯片 5: State-reverting Vulnerability
	幻灯片 6: SRV: DoS
	幻灯片 7: SRV: Profit-gain
	幻灯片 8: SRV: Profit-gain
	幻灯片 9: SmartState
	幻灯片 10: SmartState
	幻灯片 11: SmartState
	幻灯片 12: SmartState
	幻灯片 13: SmartState
	幻灯片 14: Evaluation
	幻灯片 15: Evaluation
	幻灯片 16: Summary
	幻灯片 17

	第二节
	幻灯片 18: Evaluation
	幻灯片 19: SRV: Profit-gain


